Henb3s
1. Bcem noapsia coobuiatb CBOK YacTHYO MHGOpMaLMIO (HacTosILLME UMS,
dbamunuio, TenedoH, agpec, HOMep LWKOJbI, a TakxKe poTorpacdmm cBOU, CBOEN
ceMbW 1 apy3eit);
2. OTKpbIBaTb BIOXeHHble dhaitfibl 3/1eKTPOHHOM MNOYTbI, KOrfa He 3Haellb
oTnpaBuTens;
3. pybutb, npuampaTbCs, OKasbiBaTb AaBIEHNE - BECTU CEOS HEBEX/INBO U
arpeccuBHo;
4. He pacnopsaincsa feHbramm TBOeN ceMbM 6€3 paspeLleHns CTapLunx - Bceraa
crnpawuBan poautenen;
5. He BcTpevancs ¢ IHTepHeT-3HaKOMbIMU B peasibHOM XXU3HM - MOCOBETYNCA CO
B3POC/bIM, KOTOPOMY L OBEPSIELLb.
OCTOpPOXHO
1. He Bce nuwyT npaBgy. YnTaewb o cebe HenpaBay B VIHTepHeTe - coobLm 06
9TOM CBOWM POAUTENAM USIN OMeKyHaM;
2. MpurnawatoT nepenucbiBaTbCs, UrpaTb, 0OMEHMBATBLCS - MPOBEPD, HET JN
noaBoxa;
HezakoHHOe konupoBaHue dannos B MHTepHEeTe - BOPOBCTBO;
Bcerpa paccka3sbiBail B3poc/bIM 0 Npo6sieMax B CETU - OHM BCeraa noMoryT;
Ncnonb3yin HacTPOKM 6e30MacHOCTM U MPUBATHOCTYU, YTOObI HE MOTEPSATL CBOU
aKKayHTbl B COLICETAX U ApYrMX nopTanax.
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MoxHO

YBaxal gpyrux nonbsoBaTenen;

Monb3yelbca MHTEPHET-UCTOYHUKOM - fieNiar CCbINIKY Ha Hero;

OTKpbIBai TONbKO Te CCbIIKW, B KOTOPbIX YBEPEH;

O6paLatbcs 3a MOMOLLbIKO B3POC/bIM - POAUTENN, ONEKYHbI U aAMUHUCTPaLUA
canToB Bcerja nomoryT
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WudopmanmonHas namsTKa Ui 00yJaromuxcs Uil pa3MeleHns Ha 0(UIHaIbHBIX HHTEPHET-
pecypcax
C KaxAbIM rof,OM MOJIOAEXN B UHTEPHETE CTAHOBUTbLCA 6OJbLUE, @ LUKOMbHUKN OAHMN U3
caMmblx aKTUBHbIX Nonb3oBaTtenen PyHeTa. Mexay TeM, TOMMMO OFPOMHOr0 KOI4yecTBa
BO3MOXHOCTEN, UHTEPHET HECEeT M NMpo6sieMbl. 3Ta NaMATKa JOJIHKHA NOMOoYb Tebe
6e30nacHO HaxoOAUTbLCA B CETU.

KomnbroTepHbie BUPYCbI
KoMnbloTepHbI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpaMm, OTANYUTENTbHON
0COBGEHHOCTbH KOTOPOI SIBASIETCS CNOCOBHOCTb K pa3MHOXEHMI0. B AononHeHne K 3ToMy,
BUPYCbI MOTYT MOBPEAUTD UM MOMHOCTBIO YHUUTOXUTL BCE (alnibl U faHHbIe,
NOAKOHTPObHbIE MO/Ib30BAaTENHO, OT UMEHN KOTOPOro 6blf1a 3anyLleHa 3apaXXeHHas
nporpamMma, a Takxxe NOBPEANTb UMY faxe YHUUTOXUTb OnepaLyoHHY0 CUCTEMY CO BCEMU
dainamu B LUenoM. B 60nbLUMHCTBE ClydaeB pacnpoCTPaHSOTCA BUPYCbl Yepes NHTEPHET.
MeToabl 3alnTbl OT BPEA0HOCHbIX NMPOrpaMm:
1. Ucnonb3yin COBpeMEHHbIe OnepaunoHHble CUCTEMBI, UMEIOLLME CEPbE3HbIN
YPOBEHb 3aLLMTbl OT BPeAOHOCHbIX NpOorpamm;
2. TMocToaHHO ycTaHaBAMBaw naytn (UMdpoBble 3anaaTku, KOTopble
aBTOMaTUYECKUN YCTaHaBNMBAIOTCS C LiE/bo AOPaboTKM NporpaMMbl) U Apyrue
06HOBJIEHUSI CBOEW onepaunoHHO cucteMbl. CKaumBai UX TOSIbKO C
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Cetun WI-FI

odunumanbHoro canTa paspaboTtumka OC. ECnm cyLecTBYeT pexxum
aBTOMATUYECKOrO OGHOBIEHUS, BKITHOYM ErO;

Pa6oTal Ha cBOeM KOMMbIOTEPE Mo NpaBaMu Nosib3oBaTens, a He
agMUHUCTpaTopa. ATO HE MO3BOAUT BOMBbLUMHCTBY BPELAOHOCHbIX MPOrpamMm
MHCTanIMpoBaTbCH Ha TBOEM NEPCOHaNbHOM KOMMbIOTEPE;

Mcnonbayin aHTUBUPYCHbIE MPOrpaMMHble MPOAYKTbl M3BECTHbIX
npousBoanTenen, c aBTOMaTM4eCKMM 06HOBNIEHNEM 6a3;

OrpaHuyb pU3MYECKMIN OCTYN K KOMMbIOTEPY A7S MOCTOPOHHUX NNL;
Ucrnonbayin BHeWHMe HocuTenn nHdopmMaumm, Takue Kak dreLka, AUCK nnm
(haln n3 NHTepHeTa, TONIbKO U3 NPOBEPEHHbLIX UCTOYHUNKOB;

He oTKpbiBai KOMMbIOTEPHbIE (aiisibl, NONYyYEHHbIE N3 HEHaAEXHbIX
NCTOYHMKOB. [laxke Te dainbl, KOTOpble Npucnasn TBON 3HaKOMBbIN. JyyLue yTo4YHU
y Hero, oTnpaBsia v OH Te6e UX.

Wi-Fi - 3To He BMA nepefayn gaHHbIX, He TEXHOJIOMMS, a BCero Nuilb 6peHp, Mmapka. Eule B
1991 rogy HMAepnaHAcKas KoMnaHus 3apermctpupoBarna 6peHg "WECA", yto o603Ha4ano
cnoBocoyeTaHue "Wireless Fidelity", koTopbIi nepeBoanTCA Kak "6ecnpoBogHas TOMHOCTL".
[0 Hallero BpeMeHu gowna gpyrasi abépeBmnaTtypa, Kotopas AB/SIETCSA TaKOM Xe
TexHonoruen. 3to abopesunatypa "Wi-Fi'. Takoe HasBaHue 6b110 f@HO C HAMEKOM Ha
CTaHAapT BbiCLLEN 3BYKOBOW TeXHUKK Hi-Fi, 4TO B nepeBoe 03HavaeT "BblCOKas
TOYHOCTB".
[a, 6ecnnaTtHbI UHTEPHET-A0CTYN B Kade, OTeNsx 1 aapornopTax siBASeTCs OT/INYHON
BO3MOXXHOCTbHO BbIXOAa B UHTEPHET. HO MHOMMe 9KCMepThl CYMTAIOT, YTO OOLLEAOCTYMHbIE
Wi-Fi ceTun He siBnsitoTcst 6e30nacHbIMU.

CoBeTbl M0 6e30MacHOCTN paboThbl B 06LLLE[OCTYMHbIX ceTsx Wi-fi:

1.

He nepepagali cBOIO NNYHYIO MHbOpMaumto Yepes obuiegocTtynHble Wi-Fi cetu.
Pa6oTas B HuX, xenaTeslbHO He BBOAWUTb Maposivn fOCTYNa, IOTUHbI U KaKne-To
HoMepa;

Ncnonb3yin n 06HOBNAN aHTUBUPYCHbIE MPOrpaMMbl 1 6paHgmayep. TeM caMbim
Tbl 0o6e3onacuLlb cebs OT 3aKaykun BUpyca Ha TBOE YCTPONCTBO;

Mpu ncnonesoeanunn Wi-Fi otkntoun gyHkumio "06wmid goctyn K dannam n
npuHTepam". [laHHasa GyHKUMA 3aKpbiTa MO YMONYaHUIO, OAHAKO HEKOTOpble
nosib3oBaTesNIM aKTUBUPYHOT ee A/ yao6CcTBa UCMONb30BaHUA B paboTe nnu
yyebe,

He vcnonbayi nyénuynbii WI-FI gns nepegayuun NMnMYHbIX AaHHbIX, HAanpuMep gas
BbIXo[a B coLMasnbHble CETU MU B 3NIEKTPOHHYHO NOYTY;

Mcnonb3yn TonbKo 3awmileHHoe coegmHeHne Yepes HTTPS, a He HTTP, T.e. npu
Habope Be6-agpeca BBOAN UMeHHO "https://";

B Mo6unbHoM TenedoHe oTknoun GyHKumto "MoaknrodeHune K Wi-Fi
aBToMaTmnyecku". He ponyckan aBToMaTU4eCKOro NOAKIKOYEHMSA YCTPOMUCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

CouuarnbHble ceTn
CoumanbHble CeTU aKTUBHO BXOAAT B HaLLy XXU3Hb, MHOTUE NIOAN PaboTatoT M XMUBYT Tam
NOCTOSIHHO. MHOMMe Nosib30BaTeNN HE MOHMMALOT, YTO MHOPMaUWs, pa3MeLLeHHas MK B
couManbHbIX CETSX, MOXET ObITb HaAeHa 1 UCNOIb30BaHa KEM YyrogHo, B TOM YUC/e He
06513aTeNbHO ¢ 6r1arMMmM HaMepeHUSMM.

OCHOBHbl€e COBETbI M0 6€30MacHOCTU B COLMANbHbIX CETSX:



OrpaHu4yb cnNncok apy3en. Y Tebs B Apy3baX HE JOMKHO ObITb CyvanHbIX 1
HEe3HaKOMbIX N0 Jen;

3almiain cBO YaCTHYH XXU3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, gaty
TBOEro POXXAEHNUS U APYTYIO IMYHYIO MHOPMaLMIO. 3N10YMbILLTEHHUKM MOTYT
ncnonb3oBaTb Aaxe HhopMaLmIo 0 TOM, Kak Tbl U TBOU POAUTENM NNaHupyeTe
NPOBECTU KaHUKYIbI;

3alymuian cBoKo penyTauumio - AepXKU ee B YUCTOTE U 3afaBail cebe BOMNpPOC: XOTen
6bl Thbl, YTOObI APYyr1e NOb30BaTENN BUAENU, YTO Thl 3arpyxxaelub? MNogymap,
npexge YeM 4YTo-To oNy6/IMKOBATb, HAaNMUCaTb U 3arpysuTb;

Ecnu Tbi roBopuLb C OAbMU, KOTOPbIX HE 3HaeLllb, He UCMONb3YN CBOE
peanbHOe UMS U APYTYIO IMYHYIO MHbOPMaLUK: UMSI, MECTO XUTENbCTBA, MECTO
yuebbl 1 poyes;

N36erai pasmelleHns doTorpaduin B MHTepHeTe, rae Tbl N3006paXeH Ha
MECTHOCTU, NO KOTOPOM MOXXHO OMpefenuTb TBOE MECTOMOSIOXKEHUE;

Mpw perucTpaumm B coumanbHON CETU HEOOXOAMMO UCNONb30BaTb CIOXHbIE
naposun, COCTOsILLME M3 BYKB M LMP U C KONIMYECTBOM 3HAKOB He MeHee 8;

[lns counanbHOM CeTH, NOYTbI U APYrUX CAakTOB HEOBXOAMMO UCMONb30BaTb
pasHble naponu. Torga ecnv 1ebs B3/IOMatoT, TO 3/10YMbILUIEHHUKM nofyyat
JOCTYN TONbKO K OAHOMY MECTY, a He BO Bce cpaay.

SNeKTPOHHbIE AEHbMN
ONEKTPOHHbIE EHbIN - 3TO OYEHb YA06HbINA CMOCO6 NIaTeXen, 0f4HaKO CYLLECTBYIOT
MOLLEHHUKMW, KOTOPbIE XOTAT NOJyYUTb 3TU AEHbIN.
ANEKTPOHHbIE AeHbIMN MOSABUINCL COBCEM HEAABHO N UMEHHO N3-3a 3TOM0 BO MHOMMX
rocypapcrBax A0 CUX NOP HE MPOMNMCAHO MPO HUX B 3aKOHaX.
B Poccum ke oHU QYHKLIMOHMPYIOT 1 O HUX Y>Ke NPOMMCaHO B 3aKOHE, FAe UX pa3fensitoT Ha
HECKOJIbKO BUAOB - aHOHWMHbIE U He aHOHUMHbIEe. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO
Te, B KOTOPbIX pa3peLlaeTcs MpoBoAnTb ornepaumu 6e3 ngeHTudukaumm nonb3oBaTens, a B
HeaHOHUMHbIX MAeHTUdMKaLMA NONb30oBaTeNA ABNAETCA 06513aTENbHON.
Takxe crneflyeT pasniMyaTh 3/1eKTPOHHbIe huaTHble AeHbrv (paBHbI FOCYyJapCTBEHHbBIM
BastoTaM) M 3/1eKTPOHHbIe HeduaTHble AEHBIM (HE paBHbl FOCYAapCTBEHHbIM BasltoTaMm).
OCHOBHble cOBeTbI N0 6e30MnacHom paboTe C 31eKTPOHHBIMU LEHbraMu:

1.

MpuBSXKK K cHETY MOBUNBHbIN TenedoH. ITO caMbiil YA06HbIA U GbICTPbIN
cnoco6 BOCCTAaHOBUTbL AOCTYN K cYeTy. [MpuBA3aHHbIA TenedoH MOMOXET, ecnv
3abyaellb CBOV NnaTeXHbI Naposib UK 3aifeLlb Ha CalnT ¢ HE3HAKOMOTro
YCTPOWCTBA;

Ucnonbayin ogHopasoBsble naponu. lMocne nepexofa Ha yCUNEHHYIO
aBTOpM3aLmto Tebe yxXe He ByAeT yrpoXkaTb ONMAaCHOCTb KpaXku Wiv nepexeara
naaTeXxXHoro napons;

Bbi6epyn CnoXHbI Naporsb. MpecTynHukam 6yaeT He NPOCTO yragaTb C/OXHbIN
naponb. HagexHble naponu - 3To Naponu, KoTopble coep)XaT He MeHee 8
3HAKOB W BKJIHOYAIOT B CE6S1 CTPOYHbIE U MPONMUCHbIe 6YKBbI, LMdPbl U HECKONTbKO
CMMBOJIOB, TaKMe KakK 3HaK aonnapa, GyHTa, BOCKAULATENbHbIV 3HaK U T.1M.
Hanpumep, StRONng!;;

4. He BBOAU CBOM JIMYHbIE [laHHbIe Ha cailTax, KOTOPbIM He JoBepsiellb.

3J'IeKTpOHHaF| no4yTa
31'IeKTpOHHaFI noyTa - 9TO TeEXHONOIrnMAa U npeaocTtaBnaeMble ero YCIyrm no nepecblyike n
NONYYEHUIO SJTEKTPOHHDbIX COO6IJ.l,eHVIl7I, KOTOpble pacnpenenaroTcAd B KOMI'IbI-OTGpHOVI ceTun.



O6bI4HO 3NEKTPOHHbIN NOYTOBbIV AWK BbIFAAUT Cneayowmm ob6pasom:
UMSI_Nosib30oBaTensi@uUMs_foMeHa. Takxke KpoMe nepegayun NpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb NnepefaBatb dansbl.

OCHOBHble cOBeTbI N0 6e30MacHoOM paboTe C 31EKTPOHHON MOYTOW:

1.

Hapgo Bbi6paTb NpaBuUsibHbIA MOYTOBbIN CepBUC. B MHTEpHETe eCTb OFPOMHbIN
Bbl6Op 6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Nyylle OBEPATb TEM, KOrO
3Haellb N KTO NepBbii B PENTUHTE,;

He ykasbiBal B IMYHOM NOYTE NIMYHYIO MHPOpMaumio. Hanpumep, nyyiue
BbI6paTh "My3blKanbHbIM_taHaT@" nnm "pok2013" BMmecTo "Temal3’;
Ucnonbayin aByxaTanHyto agTopm3auunto. 3To Korga noMUMO Naposis HY>KHO
BBOAUTb KOA, NpUcblfiaemMblit no SMS;

Bbi6epy CNoXXHbI naponb. O Ka4oro NnoYToBOro AwuKa Ao/MKeH 6biTb CBOWM
HaZeXHbI, yCTONUYNBbINA K B3/IOMY Maporsib;

Ecnu ecTb BO3MOXHOCTb HanMcaTb caMoMy CBOWM NUYHbIA BONPOC, UCNONb3Yi
3Ty BOBMOXHOCTb;

Ncnonb3yn HECKONbKO MOYTOBbIX AWMWKOB. [MepBbln Ana YaCTHOM MNepenuckn ¢
agpecatamMu, KOTOPbIM Tbl AoBepseLlb. ITO INEKTPOHHbINA afpec He Hafo
ncnonb3oBaTb NMpU perucTpauum Ha popymax u canTax;

He oTKpbiBan dhainbl u gpyrve BNOXXeHUS B MMCbMaXx, AaXXe €C/i OHWU NPULLAK OT
TBOMX Apy3en. Jlyulle yTOYHN Y HUX, OTNPABAANN N1 OHW Tebe 3Tu dainbi;
Mocne oKoHYaHUA paboTbl Ha MOYTOBOM CEPBUCE Nepes 3aKpbITUEM BKIaAKM C
CalNTOM He 3abyab HaXkaTb Ha "Bbintn".

KnbepOynnnHr nnv BupTyanbHOe U3[eBaTeNbCTBO
Kn6epbynnuHr - npecnegoBaHve COOOLWEHNAMMU, COAEPXKALLMMU OCKOPONEHUS, arpeccuio,
3anyrvBaHue; XyJIMraHCTBO; CcoLmanbHoe 60MKOTMPOBAHME C MOMOLLbIO PasfiMyHbIX
WNHTEpPHET-CEepPBUCOB.

OcHOBHble cOBeTbI Mo 60pbbe ¢ KN6epOYNNHTOM:

1.
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He 6pocavics B 601. Jlyuumii cnoco6: NOCOBETOBATLCS KakK cebsl BECTU U, eCnin
HeT TOro, K KOMy MOXHO 06paTUTbCSA, TO BHayase ycrnokouTbes. Ecnu Thbl
HayHellb OTBeYaTb OCKOPONEHUSAMUN HA OCKOPONEHUSA, TO TONBbKO eLe 6onblLue
pa3oX>Xellb KOHPNNKT;

Ynpaensi cBoei KnbeppenyTtauuen;

AHOHMMHOCTb B CETU MHMMas. CyLecTBYHOT CNOCOo6bl BbICHUTb, KTO CTOUT 3a
aHOHUMHbIM aKKayHTOM;

He cTonT BECTU XyNIMraHCKuil 06pa3 BUPTyanbHOMN XU3HU. UHTepHeT dukcupyet
BCE TBOMW AENCTBUS U COXPaHSAET UX. Y AanuTb Ux 6yaeT KpaHe 3aTpyAHUTENBHO;
Cobntofaii CBOH BUPTYasibHYH YeCTb CMOJOAY;

UrHopuvpyi eanHW4YHbIN HeraTuB. OfHOPa30Bble OCKOPOUTENIbHbIE COOBLLEHUSA
nyyule urHopmpoeaTb. O6bIYHO arpeccusi NpekpaLLaeTcsi Ha HavyanbHOW CTaguu;
baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHNAMM, B
couMasnbHbIX CETAX eCTb BO3MOXHOCTb 6/IOKMPOBKM OTMPaBKM COOBLLEHNIA C
onpepaeneHHbIX aapecos;

Ecnu Tbl cBMAeTenb kKnbepbynnmHra. TBou AEACTBUSA: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb €My, YTO ero AeNCTBUSA OLL€HNBAOTCA HEraTMBHO,
noaaep>kaTh XXepTBY, KOTOPOW Hy>KHa NCMXONOrnyeckas moMoLLpb, COOBLUUTb
B3pOC/bIM O aKTe arpecCUBHOIO NOBEAEHMS B CETH.

Mo6unbHbI TenedoH



CoBpeMeHHble cMapT(hOHbI M NNaHWeTbl coep)kaT B ce6e BrnosiHe B3poCbli GyHKUMOHan,
W Terepb OHM MOTYT KOHKYPUPOBAaTb CO CTaluMOHapHbIMU KOMMbtoTepamn. OaHaKo,
CPeACTB 3awWwmThbl A1 NOAO06HbIX YCTPOMUCTB NOKa OYEHb Mano. TeCTUpOBaHUE U NMOUCK
YSA3BUMOCTEN B HUX MPOUCXOAUT He TaK MHTEHCUBHO, Kak ans MK, To xxe camoe KacaeTcs 1
MOGWbHbBIX NPUTOXEHWUN.
CoBpeMeHHble MOGUIIbHbIE 6pay3epbl YXKe NPaKTUYECKU AOrHaIM HaCTONIbHbIE aHanNoru,
0fHaKo paclmpeHne GyHKLUMOHana Bne4veT 3a Co60M 60/bLUYHO CIIOXHOCTb U MEHbLUYHO
3aLlMLLEHHOCTb.
[laneko He Bce NpoM3BOANTENN BbINYCKalOT 0OHOBMIEHWS, 3aKpblBatoLWmne KpUTUYecKue
YSI3BUMOCTU AN CBOUX YCTPOMCTB.
OCHOBHble coBeTbl A/1s1 6e30MacHOCTU MOBWUIIbHOTO TenedhoHa:
1. Hwuuero He siBnsieTcsl No-HacTosiWweMy 6ecriniaTHbIM. byb OCTOpOXEH, Befb
Korfa Tebe npegnaratoT 6ecrnnaTHbI KOHTEHT, B HEM MOTYT 6bITb CKPbITbI
Kakune-To niaTHble YyCnyru;
2. [Oyman, npexae yem oTnpasutb SMS, poTo nnmn Buaeo. Tbl TOYHO 3HaELUb, rae
OHU 6yAyT B KOHEYHOM UTOre?
HeobxoanMo 06HOBNATL ONEPaLMOHHYO CUCTEMY TBOErO CMapTdOHa;
Ncnonb3yin aHTMBUPYCHblE NPOrpaMMbl 411 MOBUITbHbIX TENE(POHOB;
He 3arpyxav npunoXxxeHns ot HEM3BECTHOIO UCTOYHUKA, BeAjb OHU MOTYT
cofiep>xaTb BpeJOHOCHOE NPOorpaMMHOe 06ecreyeHune;
6. [locne Toro Kak Tbl BbliAeLlb C CaiTa, rAe BBOAUN INYHYIO MHbOpMaLuto, 3aiam
B HaCTpoWKu 6paysepa u yaanu cookies;
7. Tlepunoanyeckn NpoBepsn, Kakne nnaTHble YCNyrn akTMBMPOBaHbl Ha TBOEM
HOMepE;
8. [aBait cBO HOMep MO6UIIbHOMO TeniedoHa TOSIbKO NOASIM, KOTOPbIX Tbl 3HaELLb
1 KOMY floBepsieLlb;
9. Bluetooth fonmkeH 6bITb BbIK/HOYEH, KOTrAa Tbl UM He Nosnb3ayelubcsi. He 3abbiBait
MHOrga npoBepsATb 3TO.
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Online nrpbl
CoBpeMeHHble OHManH-Urpbl - 3TO Kpaco4Hble, 3axBaTblBatoLue pa3BrieveHmns,
06 beANHSIIOLLME COTHM ThICAY YENOBEK MO BCEMY MUPY. MIFPOKKU McCneayroT AaHHbIA UM
MUPp, 06LLAIOTCA APYr C APYrOM, BbINOJHAIOT 3a[aHus,, CpaXatoTCsi C MOHCTpaMu U
nosly4yaroT onbIT. 3a YA0BOILCTBUE OHM NAATAT: MOKYNaKOT AUCK, ONJIaYMBalOT abOHEMEHT
NNy NpPUOBPETaLOT KaKMe-To Onuuu.
Bce aTu cpeacTBa nayT Ha NoAafepyXaHue 1 pa3BuTue Urpbl, a Takxke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3aLIMK, BbIMyCKatOTCA HOBbIE MaTym
(umdpoBble 3annaTky Afsi NPorpamMM), 3aKpbIBatOTCA YI3BUMOCTU CEPBEPOB.
B nofo6HbIX Urpax CTOMT onacaTbCs He CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXku
TBOEro rnapoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTopu3aLnm 60bLLIMHCTBA UTP.
OCHOBHbl€e COBETbI N0 6€30MacHOCTH TBOEro MrPOBOr0 akKayHTa:
1. Ecnw gpyrom urpok BefeTt ce6s Niaoxo Uiv cosgaeT Tebe HENPUATHOCTH,
3a6710KMPYW €ro B CMMCKE UFPOKOB;
2. Tloxanymcsa agMUHUCTpaTopaM Urpbl Ha NNOX0e NOBEeAEHUE 3TOMO UMPOKa,
XenaTenbHO NPUOXMUTb Kakne-To fiokasaTeNbCTBa B BUe CKPUHOB;
He ykasbiBal nMyHyto MHpopmMaLmto B npodaine urpbi;
YBaxan gpyrmx y4acTHUKOB MO UMPE;
He ycTaHaBnvBan HeoduLmManbHbie NaTym U MOAbI;
Mcnonb3yn CNoXHble U pasHble Napony,;
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7. [axke BO BPEMS UIPbl HE CTOUT OTKJItOYaTb aHTUBMpPYC. MNoKa Tbl UrpaeLlb, TBOA
KOMMbHOTEP MOTYT 3apa3uTb.

@OUIWIKHF MK KpaXka MTNYHbIX BaHHbIX
O6bI4HOM KpaXken AeHEr N AOKYMEHTOB CErOAHS )K€ HUKOro He YAUBULLb, HO C Pa3BUTUEM
WHTEPHET-TEXHOJIOMMI 3/T0YMBILLIIEHHVUKUN MEPEMECTUITUCH B MHTEPHET, M NMPOAO/HKaKOT
3aHUMaTbcs "NMo6bUMbIM" AenoM.
Tak nosiBUNach HoBasl yrpo3a: UHTEPHET-MOLLEHHMYECTBA UK QULLNHT, FNaBHas Lesb
KOTOPOro COCTOUT B NOSyYeHUU KOHPUAEHLUManbHbIX AaHHbIX MOMb30oBaTeNen - TOrMHOB U
naponei. Ha aHrnuiickom a3bike phishing untaetcs kak duwmHr (ot fishing - pbi6Has
noens, password - Naposnb).
OCHOBHble cOBeTbI N0 60pbbe C PULLNHTOM:
1. Cnepu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa bblna
B3/10MaHa, TO Heo6XoANMMO 3abNOKUPOBATL €€ U COOBLUTL aAMUHUCTPaTOpam
pecypca 06 3TOM Kak MOXHO CKOpee;
2. Wcnonbayn 6e3onacHble Be6-CaiThbl, B TOM YUCTIE, MIHTEPHET-MarasmHoB U
NMOUCKOBbIX CUCTEM,;
3. Wcnonbayi cnoxHble 1 pasHble Napoan. Takum 06pasom, ecniv Tebs B3/IOMaloT,
TO 3M0YMbILLNEHHUKN NOAYyYaT AOCTYN TOMbKO K 0AHOMY TBOEMY Npodunto B
CeTH, a He KO BCeM;
4. Ecnu Te6s B3noManu, To He06xoANMO NpeaynpeanTb BCEX CBOMX 3HAKOMBIX,
KOTOpble f06aBneHbl Y TEOS B APY3bsX, O TOM, YTO Te6S B3/IOMasnun U, BO3MOXHO,
OT TBOEro MMeHN ByAeT paccbiNaTbCsA CMaM U CCbITIKU Ha GULLMHIOBbIE CalTbl;
YcTaHoBU HagexHbI naponb (PIN) Ha MO6WUIbHbIR TenedoH,;
6. OTKNOYM COXpaHeHue napons B 6pay3epe;
7. He oTkpbiBay dainbl v apyrue BNOXEHUA B MUCbMax, AaXe eC/iM OHU MPULLIN OT
TBOUX Apy3en. Jlydile yTOUYHM Yy HUX, OTNPaBAANN NN OHWN Tebe 3Tn dannbl.

o

Lindposas penyrauus
LimdpoBas penytaums - 3To HeraTMBHas Uan No3UTMBHasA UHGOPMaLMa B CETH O Tebe.
KomnpomeTupytowas nHpopmaums, pasmeLleHHas B MIHTEPHETE, MOXET CEPbE3HbIM
06pa3oM OTpasuTbCA Ha TBOEN pearnbHOM XK3HW. "Lindposas penytaums’ - 3To TBOK
UMUAXK, KOTOpbI hopmMupyeTcs n3 nHdopmaunm o Tebe B UHTEPHETE.
TBOE MECTO XXUTENbCTBA, Y4ebbl, TBOE PUHAHCOBOE MONTOXEHME, OCOOGEHHOCTM XapaKTepa u
pacckasbl 0 65IM3KUX - BCE 3TO HaKan/IMBaeTCs B CETU.
MHorne NogpoCTKM NErKOMbICNIEHHO OTHOCATCA K MNy6AMKaummn IM4Hon nHdopmaumm B
NHTepHeTe, He NOHMMasn BO3MOXHbIX NOCNEACTBUN. Thbl AaXe He CMOXeLlb f0raaaTbcs o
TOM, UTO (poTorpadus, pasmelleHHas 5 neT Ha3ad, cTana NPUUYNHON OTKasa NPUHATb Tebs
Ha paboTy.
KoMMeHTapuu, pasmeLleHme TBoux hoTorpaduin u gpyrue eicTBust MOryT HE UCYE3HYTb
JaXke nocne Toro, Kak Tbl X yAanuLb. Tbl He 3HaeLb, KTO COXPaHUA 3Ty UHPOpPMaLMIO,
nonarsa /v OHa B MOMCKOBbIE CUCTEMbI U COXPaHMAch JIM OHa, a MaBHOE: YTO NOAYMalOT O
Tebe oOKpyXKatoLLme Ntoau, KoTopble HanayT U yBUAAT 3T0. HanTn uHpopmaumto MHOro net
CMYCTS CMOXET JIK060W - KaK U3 Jo6pbIx NOBYXAEHWUN, TAaK U C HAMEPEHUEM MPUYUHUTD
Bpea. 9TO MOXET 6bITb KTO YrOAHO.
OCHOBHble COBETbI MO 3awuTe UMdPOBON penyTauuu:
1. TMNogymai, npexae 4eM 4YTo-To Ny6/IMKoBaTb M NepefaBaTth y cebsi B 6nore uim B
counanbHom ceTu;



2. B HacTtponkax npoduns yctTaHOBM OrpaHNYeHNS Ha MPOCMOTP TBOEro Npodunsa u
€ro CoAePXXUMOro, caenain ero TonbKo "ansa apysen’;

3. He pasmeluait 1 He yKa3biBai MHMOPMaLMIO, KOTOpas MOXET KOro-im6o
OCKOp6MATb MNKN 0buxaThb.

ABTOpCKOE npaBso
CoBpeMeHHble LUKOJIbHUKM - aKTUBHbIE Monb3oBaTenu uMdpoBoro npoctpaHcTea. OgHako
Jafieko He BCe 3HaloT, YTO NOJIb30BaHNE MHOTMMM BO3MOXXHOCTSAMU LM(PPOBOro Mmpa
TpebyeT cobntofeHust NpaB Ha MHTENJEKTYaslbHYH COGCTBEHHOCTb.
TepMuWH "MHTennekTyanbHasi COGCTBEHHOCTb" OTHOCUTCS K PasfiMyHbIM TBOPEHUSAM
YesI0BEeYECKOro YMa, HaunHasi C HOBbIX M306peTeHMIn 1 3HaKOB, 0603HaYatoLwmx
COB6CTBEHHOCTb Ha NPOAYKTbI U YCNYIW, U 3aKaHYMBas KHUramu, potorpadpusamum,
KnHo(uUIbMaMmn 1 My3blKanbHbIMU MPOU3BEAEHUSIMMU.
ABTOpCKME MpaBa - 3T0 NpaBa Ha MHTEJIEKTyalIbHY0 COOCTBEHHOCTb Ha MPOU3BEeAEHMS
HayKW, MMTepaTypbl M UCKYCcCTBaA. ABTOPCKME NpaBa BbICTYNAtoT B KAYECTBE rapaHTUu Toro,
YTO MHTEN/EKTYalbHbIA/TBOPYECKUI TPYZ aBTOpa He ByAeT HanpacHbIM, JacT eMy
crnpaBeAsiMBble BO3MOXHOCTW 3apaboTaTh Ha pe3ynbTaTax CBoero Tpyaa, nonyyntb
M3BECTHOCTb M Npu3aHaHue. HMKTo 6e3 paspelleHns aBTopa He MOXKET BOCNPOU3BOANTb
€ro NpousBeeHne, pacnpocTpaHaTb, Ny6/IMYHO AEMOHCTPUPOBATb, NPoAaBaTh,
MMMOPTMPOBATb, MyCKaTb B NPOKaT, Ny6/IMYHO UCMONHATD, MOKa3blBaTb/UCMOHATL B
atmpe unu pasmellatb B UHTepHeTe.
Ncnonb3oBaHMe "MMpaTcKoro” NporpaMMHOro o6ecrnevyeHns MoOXeT NPMBECTU K MHOTUM
puUcKaMm: OT NOTepPM AaHHbIX K TBOMM aKKayHTam A0 6/I0KMPOBKMU TBOEMO YCTPONCTBA, rae
yCTaHOBJEHa HeneranbHasa nporpaMmma. He ctouT Takxke 3abbiBaTb, UTO CYLLECTBYHOT
neranbHble 1 6ecnnaTHble NPOrpaMMbl, KOTOPbIE MOXXHO HaliTK B CETM.



